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WAFE Web Application Firewall

W

S A

USER REQUESTS
WEB APPLICATION
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WEB TRAFFIC

WEB APPLICATION
FIREWALL
[Identifies & blocks
malicious traffic
& requests|

“FLICATION FIREWALL

WEB APPLICATION
SERVER
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XSSk

ACross Site Script

Akt 5CSSEF

M https://insecure-website.com/comment?message=<script src=https://evil-user.net/badscript.js></script>

ABEIEHI AT

|

(* Password )_‘ C? Sensitive data) <
< I
—

<
<$ Wire transfer) (O Mother’s maiden name)

2021/5/18




XSS3EE

U

Ali%q:ﬁ 2. User clicks the link 3. Browser sends the
>3 FF1 and it is executed in private data to the

Aﬁﬁ%:ﬁ the browser attacker

ADOMZY

USER 1. Attacker sends ATTACKER
malicious link
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XSS filteridiE

Request
Text @
Mode
Document HTML Script o JavaScript
™| Initialization ™ Parser @ . Engine

i
Internet " M '
:Dncument URL JE? : Script Enntent:
v Post Data ode * Script URL !
'
Init Permits :
Creste Fitt #5355 Filter -
Pome URL Search params @

Senver
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CSRFIXH

ACross Site Request Forgeryigih sig Kk {hi&
ATRE: a8z 1 uh = & X Cookie

https://vulnerable-website.com/email/change?email=pwned@evil-user.net

>

([ZI Change email address)

Email
changed
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Client Application Server

CS R F I!H ﬁl] (Browser) (Spnnl:r::::]:::j Security)
ALSIERS (1) GET (2)
AR f Generate
eierer CSRF token=yyy (hidden)
AT EFNEY Token
POST (4)
“POST” ( 3 ) (CSRF t0k9n=YW) Check
will be
checked CSRF token=yyy (hidden)
[ [
PP 5) GET 6
GET" will ( ) Re(ferezce
not be _ only
checked CSRF token=yyy (hidden)
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CSRF token

3aK0HOATIECTER A1

IOCTYIUIEHHA Ha Tags:
FOCYAAPCTBEHHYIO H Kateropua 1
MpaE0OXpaHHTEMBHYEY

ermy0y

s (Create new account
» Bequest new password

© Ornagunk {} Crunu (&] Mpodgainep =

R s WH nexTop ?_ KoHcone

User login .
HOEEBIH TeCT CTAThHA

sl s Submitted by admin on Mon, 12/25/2017 - 18:11
TECTOBLIH MaTepHAT

Password * Tags:
KaTteropua 2

CeTs

Read more Login or register to post comments

m

Read more Login or register to post comments

-

H- ™ E &£ 00 x

L4 div.refjion.region-sidebar-first divEblock-user-login.block.block-user div.content form#user-login-form div > [ | Buiuncneno Bnokosan mogens Anumaumn
TARULYA

- - [
w<div class="form-item form-type-textfield form-item-name": PuneTp CTHNEW +
b ¢label for="edit-name"></label> INEMEHT { inline =

{input id="edit-name" class="form-text required” name="name" value="" size="15" maxlength="68" type="text" ¥
>¢/input> input, textarea { style.css:1222 |5

<fdive

b <div class="form-item form-type-password form-item-pass"><
b <div class="item-1list"><¢/div>

<input name="form_id"™ wvalue="user_login_block"™ type="hidde

£input name="anon_token" wvalue="ale-SHVgaDlj8JQKuRFVS4EuTEDCHM15H)JDRrVES8E" type="hidden"></inputs

b <div id="edit-actions" class="form-actions form-wrapper":<
<fdive

Sdive

<input name="form_build_id" wvalue="form-XgHPL®4A_ES9B3bBlbs+u_nDGd9cATacegbPDakgX3zI"™ type="hidden"></input:

n" =< inputs

Fdive

font-size: 8.92%9em;

H}
input {

P margin: Zpx 8;
P padding: 4px;

style.css:1218

h

i input, tewxtarea, select, a.button { style.css:126

font-family: "Lucida Grande™, "Lucida Sans Unicode",



click jacking Sk &hiF

x LA

€>C




Pr it 2B &5

Ajdid JSEE FEEifiFrame

AYENX-Frame-Optionsk B
Adeny
Asameorigin
Aallow-from

2021/5/18

{2 X-FRAME-OPTIONS Demo - Windows Internet Explorer

@ T v |

9y Favorites | 4@, ¥-FRAME-OPTIONS Demo

hackademix.net;

|| B 5| K| [ R

»

f'-}i - B 7] mmn v Page~ Safety~ Tools + ﬂv

X-FRAME-OPTIONS Demo

evil hackademix.net - SAMEORIGIN

noscript.net - SAMEORIGIN

~

‘:8/" This content cannot be displayed in a frame

To help protect the security of information you enter into
website, the publisher of this content does not allow it to
displayed in a frame.

What you can try:

® Open this content in a new window e
< >

evil hackademix.net - DENY

Hello, I'm a page from evil hackademix net with
X-FRAME-OPTIONS: SAMEORIGIN

~

‘:8/" This content cannot be displayed in a frame

To help protect the security of information you enter into
website, the publisher of this content does not allow it to
displayed in a frame.

What you can try:

® Open this content in a new window e
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DDostEL RS BT

Adistributed denial-of-service attack
Alcﬁ')u/% %—TS;FU
AR HFEDY
AR
A SYN Flood
ANAE

A POSTEBAX
A Distributed HTTP flood

A IR

A ST M E U XSSH T ALY
A 1ENIReDOS

Name Host Network File E-Mail & | |WWW & Inter-
System Config Mgmt Transfer | |News Gopher active
o DNS RFC&22 | Telnet |
s BOOTP SNMP FTP ! MIME HTTP
. Com-
g: :uzring e T
= DHCP RMON TFTP IMAP Gopher
NFS | NNTE | IRC
Transport User Datagram Protocol Transmission Control Protocol
P (UDP) (TCP)
IP Support IP Routing
| IP NAT | Protocols Protocols
Internet Internet Protocol | IPSec | ICI"u'IIE:IIInCPH::\M-, RIP, OSPF,
(IP/IPv4, IPv6) GGP, HELLO,
- - IGRP, EIGRP,
Mobile Neighbor BGP, EGP
IP Discovery (ND)
Address Resolution Reverse Address Resolution
Protocol (ARP) Protocol (RARP)
Network Serial Line Interface | | Point-to-Point Protocol (LAN/WLAN/WAN
Interface Protocol (SLIP) (PPP) Hardware Drivers)
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cos
SI;.B
EIP
con
WAF

GA

IEERFIBE
ZeREBER

B —

FE A
DDoS&E A

fERELE
(EEP

AV S5 R

DDoSH¥

AnycastiEfE

P E Mt
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slowlorist&EIZL

Normal HTTP Request - Response Connection

Slowloris DDoS Attack

[ o

Complete HTTP Incomplete
Request - Response Cycle HTTP Requests
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CCIh

AChallenge Collapsar

=)
I é HTTP GET FLOOD ’ T ‘
\ Compromised Host

0
o GE! RS

Botnet Controller

Compromised Host
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) ReDOS

ARegular expression Denial of Service
ADFA(Deterministic Finite Automaton)#aE 48 BRIRZS B it

ANFA(Nondeterministic Finite Automaton)3EfaE A BRIRES B &t
A G MNat)+SILEEF fFERaaaabFEEH 716/ ULAD

A BIRFERIIEN
A(a+) () ‘@* ; 1@+ : 1@+
A ([a-zA-Z]+)* = +®+ A
A (alaa)+ N/ : :
A (ala?)+ .
A (Fa){x} |forx>10



SQLH1=EF P \ZE

select * from user_optionswhere user=@

2021/5/18

badgupdat e
wher e =lageni ni st+ at or

users

seet plasawor d_ |

|
L}_J I

@

LOGI N
8 admi ni strjatpr
@ | et mein
r‘\
&~
< sel efct om wspdri ons
set

[

I

]

1> 2

CRBTEANACCOUN

0

&y

pasfwdmidher e =lagleni ni st at or

wh=braae gw,parat e

users
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SQL;FNIE

'UNI ON SELECT ,poaesswamel FROM Users

SELECT ndaensecr i pti on

FROM product s

='Gi fUNI ON SELECT ,passwamea FROM

u

q

2021/5/18

(R Al

useW
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Testing SQL ‘
Vulnerability | octing for Blind SQLi
v I
| www.example-university.com/page?id=9 or 1=1 t- -5
Webpage address Balancing
Checking blind SQLi with true condition Query |

Query:

‘ Select * from page where id=9"and 1=1 -- - |
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LREEN

Aasp

Aexecute
Aphp
Aeval

Aaspx

Aeval

AJava
AScriptEngine.eval

AC/C++
Asystem

2021/5/18

CODE
INJECTION



XMLEAN

AXXE: XML External Entiy

T XML
= Q=

L

‘ /etc/passwd |(

Filesystem
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(*se‘:]siti)/e

\1

e

<% ml vexsk?mn
<IDOCTYPE st odg<«EMTelcTk
Xxxe SYSITEMet/fras s'wib
<st ock Cher&d ux [ TEER
<produx#stadckCheck

r ox:0:0or oorto ohti/ma s h

dae mrhldae mals/s bibhi/snh
bix22bi:bi:bi/sh

s y%:33s y:se:wi/nh

synx46 5534gnkki:bi/aync
gamexb6 @gamewss/ga mekdi/sanh
ma x:6:1 2na nv/a/c a c /ma nyi/sh
| p:7:7:1 pda/s pollop:dilsnh

ma ixB:8ma iviaima ibli/sxh
news99newsas po/loé wdi/lanh
uucxpl 0L Wucwyal/s po/olclgi/mh

apr ox:y3 Ppr ody:Hilmh

wwwd atx® 3 3vw wd a tvaaw w wh/i/s1h
backw3p43dbackwvalackubpigmh
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CRLF¥AN

A\r\nBY 73 BRTF IR

HTTF/1.1 202 Found

Content-Type: text/plain

Location: /username=\r\n

Content-Type: text/html ‘r‘\n'r\n <-- CRLF two times will separate headers and HTML

<html><hl>hacked!</hl></html>

Content-Type: text/plain
Date: Thu, 13 Jun 2019 16:12:20 GMT

2021/5/18 m https://www.nginx.org.cn



CRLF;¥ A\Cookie

https://example.com/%0d%0aSet-Cookie%3A%20username%3D%3Cscript%3Ealert
(527hacked%27)53C52Fscripts3E

HTTP/1.1 200 OK
Location: profile \r\n

Set-Cookie: username=<script>alert('hacked')</script>

2021/5/18 m https://www.nginx.org.cn



HTTPIRRzZ3f 53

Request Response

= e ==

n9
vi

HTTP/1.1 A 1 HTTP/1.0 307 Temporary Redirect
L sresseesasssoosrsseeseees r 2 Server: glass/1.0 Python/2.6.4
Upgrade-Insecure-Requests: | 3 Date: Thu, 20 Aug 2020 11:30:47 GMT

{ User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10 15 6) : )0 on: httpg:// : :
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.125 Set-Cookie:crlfiniection=POCbyPreritPathak
Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/a
png,*/*;q=0.8,application/signed-exchange;v=bl;q=0.9
Accept-Encoding: gzip, deflate

2021/5/18 m https://www.nginx.org.cn
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RESTS

SRR RN 2R

replicated

reusable

uniform interface

simple
visble


https://zh.wikipedia.org/wiki/%E8%A1%A8%E7%8E%B0%E5%B1%82%E7%8A%B6%E6%80%81%E8%BD%AC%E6%8D%A2

NginxAftaE SR EIEE Waf?

A IPTN b FE
A IPHofiERb IR

A TCP/IPH AL E )
A TCPH A EEZERE @
A TCPIERIRE IR
A TLSthiN b 318 - .
A FE, B SHAT @ N A
AH??%yﬁm -~ |
URIArIE T Ol D : :
A Headeriiz WAF
A Body&hIE o
A %EHHTTP*EiJ&(Lua\ JSi;'E) Q Web Application
A 11NN ERRITE SR AN IR S TR Firewall
A DR T eI HTTP Traffic
A EYEREIR Sources

2021/5/18 m https://www.nginx.org.cn



= BFWafa) b IER) ER

INTERNET REQUESTS

Read Request Headers
SSL and SPDY decrypt encrypted traffic

(Apply keepalive management and
bandwidth shaping to all client traffic)

Identify
Configuration Block

Request matching and rewriting

Response Filters
gzip, SS1, headers,
image._filter, sub, etc__

Nt
Response Caching Health Checks and Retries

Upstream Services
HTTP, HTTPS, FastCGl, uWSGI, SCGI, memcached

33| ©2020 F5 NETWORKS

POST READ
SERVER REWRITE
FIND _CONFIG

REWRITE
POST_REWRITE

PREACCESS
ACCESS
POST_ACCESS
PRECONTENT

CONTENT
LOG

realip

rewrite

rewrite

limt_conn limit_req

auth_basicaccessauth_request

try files

index,autoindexconcat
access _log




NginxFHEWaf

ANginx CI&iR
Ahttps://github.com/nbs-system/naxsi

ALual&iR

A

A
A
A
A

2021/5/18

nttps://git

nu

b.com/alexazhou/VeryNginx/

nttps://git

nu

D.com/xsec-lab/x-waf

nttps://git

s

D.com/unixhot/wat

nttps://git

s

b.com/titansec/OpenWAF

nttps://git

nu

b.com/loveshell/ngx_lua_waf

m https://www.nginx.org.cn

(£ Watch |~ 235 7 Star | 3.6k % Fork 528

= Watch 73 T Star 833 15? Fork 368
® Watch = 25 I Star | 478 % Fork 204
® Watch |~ 73 Tr Star | 835 % Fork 360
= Watch 58 7 Star a4 1,5? Fork 192

G Watch 245 7 Star | 3.2k %W Fork 13k


https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/xsec-lab/x-waf
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/

1R SI5R

Anginx.config i

AHTTPIE X
A URL: Suri (locationlULEe) . Sargs (Sargs_)
A HEADER: Shttp_ (server_name5Host3kZRILED)
A BODY: £5g{bE3EILED

A F T
ALE
Aiftg<
ACHRIR
ALuafthg



URI5locationfyPtED

AlocationBYITER L2k
ArERAULED
ATENIZR AT LA il
AR IEIZRILEC oo | hm T s T
| /} | ] /inﬁ\’\ /vid£
Y




serverSEIEMN

A% 4 ie 3 ILH
Aserver _name
ArshaUTAC
A B EEe Ry UL D
A5 BE0 Ry UL D
ATENZRIAT LD

2021/5/18

PUZ%1E4% : nginx.blog.taohui.pub

14382

241 38 &

LRI

4R 1 2

m https://www.nginx- cn.net




rewrite 4 v ifi

Syntax: If (condition { ...}
Default: o)
Context:  server, location
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HTTP RGN

Achunk&{%

Achunked_transfer_encoding on;

Acontent-lengthBRH&RY (K
ALl boundary7B8BImultipart %8 B 81K




Nginx#ZHTTPEEFNAER

ABNBT 3 %

Aproxy_request_buffering on | off;

AZEENTF

A client_body_max_size = client_body_buffer_size
Aclient_body_in_single_buffer
A Srequest_body

ARGFEMELERER




ngx_http_form_input_module

A @iz--without-http_form_input_moduleZ A&
A RS SAHE: https://github.com/calio/form-input-nginx-module
A Eindk_http_modulet&IR: ngx_devel kit

A rewritefERIZEIEREK, FEPOSTHPUTIERFHFORMRERNTE, ETHNginxT =

A client_body_max_sizewiZi5client_body_buffer_size—

A X Content-Type: application/x-www-form-urlencoded
A curllocalhost/form -X POST -d "filename=1.txt&filename=2.jpg&name=john"

1 .POST /form HTTP/1.1
User-Agent: curl/7.29.0
Host: localhost
Accept: */*
Content-Length: 39
Content-Type: application/x-www-form-urlencoded

filename=1.txt&filename=2. jpg&name=john


https://github.com/calio/form-input-nginx-module

CIERIZMERIFK

AMngx_http_request_tH
A URLAZHEADERLER
A 5191t key/valueskE
A headers_in
A RIGFRIR
A header_in
A uri_start

A args_start
A header_start

A IR

A request_body
A temp_file
A bufs
A buf

FRENEKIER



Lua

Ahttps://www.lua.org/

A.LLI-':_1993J:E _*I:Fﬁbll_a\\ ssgﬁtﬂgﬂfﬂzlg%%_
AT Fhk e
ALua + Nginx e
ATEngine e L o
Clojure Ruby Java
AOpenResty |
A KO n g —p :Python Magik F# Haskel
Perl PHP C
VB JavaScript C++
WZak

2021/5/18 m https://www.nginx- cn.net

» Static


https://www.lua.org/

AEKT? 2 Compatibility
T H
A i
ABRNTL . e —
|
AEFR/ T TR e

lua-5.4.0 tar.gz API+ABI DLL/.so
2020-06-29, 342K .
md5: dbf155764e5d433fc55ae80ea/060b60 Overview

shal: 8cdbffada214a23d190d7c45f38c19518ae62e89

e | e Lo Lo Do
JIT ASM :

2021/5/18 m https://www.nginx- cn.net



Openresty > 0

nginx.conf

Lua

ngx_http_lua_module

HTTP ngx_stream_lua_module

STREAM




Nginx+Lua¥Jik 3RV

Order of Lua Nginx Module Directives

ANginx,

EEULERESFIRSEE
ATLSIEH

JALE

A ir)iE

AS REHTTPRE R
AERRHTTPRE R
A B RE
AidREHEITEE

Initialization Phase

init_by lua*

Y

init_worker_by_lua*

ssl_certificate_by._lua* %YL[

Secure request?

—

No
Y

Request start

)

~

Rewrite/Access Phase

set_by_lua*

rewrite_by lua*

Y

access_by_lua*

content_by |ua*

Y

Lua
Content general

ted by ? ] Upstream

balancer by lua®

v Other directive

Content Phase

LI header_filter_by lua®

le

Y

‘ body _filter_by_lua*

Log Phase

Y

log_by_lua*




Luat@ilE = i53K

Aaccess_by_lua_file
Angx.var B8

A ngx.req get headers()
An xreﬁﬁlfl:)”ﬂlﬂ@ﬂ

AHHY@%
A IR EEIRENEELA
A ngx.req.read_body()
A lua_need_request_body on;
A TErewrite/access/content_by_luadiiEsE A
A BT
A KRB0 ngx.req.get_body_file ()
ABETRNE:
A FREXBLIA
L= ngxvarrequest_body
A BRE ngx.req. get_body_data () . ngx.req.get_post_args ()
A client_body_max_size = chent _body_buffer_size
A ngx.req.socket)EXTCPERZF
A receivelzEN B

N



DDoS: iitiRsRIa=E

A HIZS T

AE#IZESRIT
Alua_shared dict

AEE M4t
Aredis

A lua-resty-core




RefererPh&ik

(1) Attacker sends request

GET / HTTB/1.1

Host: wictim.com

[ J
[ J
| | 2 Analytics system fetches attacker.com
[ J

GET / HTTB/1.1

attacker.com

victim.com

2021/5/18

m https://www.nginx.org.cn




TokenphiZi%

AREBAEEE e

$ 990990999 abcdefghfx XXX XEAXXAXX

token secret:
1. abcl23

)
o

token secret:
abc123

N
3
3
N
\.
N

Customer secret = abx

Server etime = now + 600
0

Ex.now @ 13701

URl =/pathno/ajpg

_upt = abcdefgh 1370000 l‘ URI =

3
\\.
lfalled status = 403
o ﬁ Client ﬁ v/ abcdefgh
ok: goto next Q
http://xxx.bo.upaiyun.com/path/to/a.;pg?_upt-amdefgh 37000060 -

2021/5/18 m https://www.nginx.org.cn
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)i

ASNEIEE SN G BRA R 212
AINMEIPRIRCCIE N R IRIHFE?

Alimit_rate 2 9{rEE BEhE
Fleacky bucketiZHIQPSHY?

Alimit_req2a0{rI&
Alimit conan!lIIIﬂBE%'J

FaE il R IE R,

F A IERERY?

Aallow5deny 2 i{aiK EIPE

AdN{rIE T IR B PRI,

N

IR

F Ui ?

4% 5H9?

ZH?



ngx_http_referer_moduletZiR

Syntax: referer_hash_bucket_sizesize;

Default: referer_hash_bucket_sizé4;

Context: server,location

Syntax: referer_hash_max_sizesize;

Default: referer_hash_max_siz2048;

Context; server,location

Syntax: valid_referers none | blocked | server_nameg string ...;
Default;

Context; server,location



Sinvalid refererZT&

ASinvalid_referer A= BT, valid referrers5Refererskg
Anone: fERefererskg
Ablocked: RefererskZzfE, BHTFHNBENEE, BAT

Aserver names: RefererfE5server nametg<HpYig 2 ULRC
S8 ERETEIURL

A~FTkBYIE NIRRT




PAIER

AGHMAesR
A HTTPLER
A User-Agent:
A From:
A Accept:
A Referer: URI

A Robots exclusion protocol:
http://www.robotstxt.org/orig.html

A robots.txt XHFRE
A User-agent: SiFHPLER23A
A Disallow: ZIEARRFERR
A Crawl-delay: 1510]B]f@#)%
A Allow: #EH Disallow 8%
A Sitemap: E5HIESHER URI

ALGEIERH

~

WebHL2F A& i

HL#% A tfrobots.axt 3 i §7
fiEtr, FIETE S T E iR
¥ {facetylene-torches.html

FevFiin), AREE%RIEIR

2021/5/18 m https://www.nginx.org.cn
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http://www.robotstxt.org/orig.html

WebiEZR &

ARZEHTTPA A
A T RAC E Expectation Failed

A S re q ue St_ m et h 0 d The expectation given in the Expect request-header fiekd could not be met by this server
AApache Expectiif

ABRHICookieln s -
Ahttp only

The client sent
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ngx_http_headers_moduleifiR

Syntax: add_header name value [always];
Default:
Context: http, server,location, if in location

A LA Mo Bz 70 Sk &
A 200, 201, 204, 206, 301, 302, 303, 304, 307, 308
A always: XIFTEIERZARINKE

A.@Aﬁﬁ 1k =¢y L

A add_headerX- Frame Options sameorigin always;

A
A add_headerAccess Control- Allow- Origin a.b.q

A XSS JS
A add_headerX- XSS Protection "1; mode=block";

N



Al e X% 2EPRFHICookie

ASet-Cookie B
ASecure: NHEHETLSIHINEY, A 8EECookieskEf & X8RS 28
AHttpOnly: JSHEEIZEXCookie
A SameSite=Strict: bk A= Cookie
A Path=: XXIHEMNURLIER A S Cookie
ADomain: X HifIRIFBNIE R B A #ERrCookie

Aproxy_cookie_flags (1.19.3)

A proxy_cookie_flags secure httponly;

Syntax: proxy_cookie_flags off | cookie [flag ...];
Default: proxy_cookie flagoff;
Context: | http, server,location

N



ba P T

HTTP

SYN

SYN+ACK CPU
worker

ACK epoll_wait

ngx_http_init_connection
connection_pool_size: epoll_ctl
512

client_header_timeou60s

ngx_http_wait_request_handler

client_header_buffer_size:1k

N



0 & P HTTP+ (

URI

header

header

request_pool_size:4k

large_client_header_buffers:4 8k

large_client_header_buffers:4 8k

client_headgr_timeou60s




RXFCCIE: 408#ERY

INEE =T
Aclient body timeout 2ZAIA60F)
Asend timeout ZRIA60F)

Acllent header timeout ZRIAG0F)
Aauth delay ERIARIIFRS
Ahttp2 idle timeout ERIA3ED
Alingering time ERIA30F)
Alingering timeout ERIASFD
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http://nginx.org/en/docs/http/ngx_http_core_module.html#client_body_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#send_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_v2_module.html#http2_idle_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_time
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_timeout

BIxCCHiE: EHIRTE

AREFELE
Aworker connections 2AIA512
Aclient header buffer size 2AIA1KB
Alarge client header buffers 2A1A4*8KB
Aclient body buffer size 2AIA16KB
Arequest pool size 2A1M4KB
Aconnection pool size 2£1A512B

ARt 5

Aclient max body size  ZEIA1IMB
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ngx_pool_large_s

last
(- end
next

failed

=413::]

&M

last

end

next

failed

Ef#A

F#*A

ngx_pool_cleanup|s

next

alloc

KIRATE

_/

handler

data

=

A next - next
alloc ) alloc
KBRAF . e ke
Y
' handler handler
data [ data
next = next
SHIEM EHEM
Y IEBER PR

next

FEEM
IEBER

last

end

next

failed

max

current

chain

large

cleanup

2#[

F A

&
iR ngx_pool_data_t
#

ngx_pool_s

&S5t 3




limit_ratefRiE: {1 1EE

Alimit_rateigs$
Alimit_rate_after

ASlimit_rateZT =
Asetig <

AX-Accel-Limit-Rate_t jj53LEp

Syntax:
Default:

Context:

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_rate rate;
limit_rate O;
http, server,location, if in location

limit_rate after size;
limit_rate afterO;
http, server,location, if in location

set $variablevalue;

server,location, if



limit_ratefY T{EFRIE

o =t

ATEngx_http_write_filter_moduleid &R~
AT ERr/sEE&r/m, BsUEM NRAIIER&IX
Ar->start_secE MIZFWE R E T

limit = (off_t) r->limit rate * (ngx_time() - r->start sec + 1)
- (c-»sent - r->1limit rate after);

if (limit <= 0) {
c->write->delayed = 1;
delay = (ngx msec t) (- limit * 1000 / r->1imit rate + 1);
ngx_add_timer(c->write, delay);
c->buffered |= NGX_HTTP_WRITE BUFFERED;

return NGX AGAIN;|
1
J
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limit_req5leaky bucket

AT BPRIR
AMRIEE T %
AGTFEbucketB = T N—"]| BurstyFlow

A;%ii bucketV SR B 2 345 a 7 8910
Bursty Data

3 Mbps

Leaky Bucke
01234567 8910

Fixed FI +
xed rlow Fixed Data
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limit_reqis<

Alimit_req_zone

Azone
A LRUEEEK

A 60 LA ERFEAT R

Alimit_req

AR E
A burst
A BR3A0
Adelay VS nodelay

(1)

Syntax:

Default:

Context:

Syntax:

Default:

Context:

limit_req zone=name [burst=number]
[nodelay | delay=number];

http, server,location

limit_req_zone key zone=name:sizera

te=rate [synd;

http



b

VS®'

limit_req_zone $binary remote_addr zone=ip:10m rate=5t/s;
server {

0.0

2021

listen 80:

location / {

v Vv

J v
— Burst without delaY—J =

——> Allowed, no delay

v

v

v

Delayed —> Rejected

v

1.0

limit_req zone=ip burst=12 delay=8;
proxy_pass http://website;

YRR iRy

NS RSy

20

Burst with delay to 5r/s

3.0



limit_reqig< (2)

=1 LLI S H N0
‘ n —
Ag"’:l Jﬁ'ﬁl}-i- %E' IEEE-" Syntax: limit_req_dry_run on | off;
Alimit_ req_status Default: | limit_reg_dry run off;

AN ELEE SR A NN PR &I Context: | http, server,location

Alimit_reqg_dry_run —
= o . Syntax: limit_req_status code;
ATkE lﬁlai ICA Default: | limit_req_status 503;
Alim It_reg _log_level Context: | http, server,location

Syntax: | limit_req_log_level info | notice | warn | error;
Default: | limit_req_log_level error;
Context: | http, server,location



limit_reqBYzoneTEZ K?

struct ngx_rbtree_node_s {

ALZLEMTI =

AstateTi /=2
A56+keyKE
A Sbinary_remote_addr

A IPv4: 4%
AIPv6: 16T

ngx_rbtree_key t

key;

ngx_rbtree_node t *left;
ngx_rbtree_node_t  *right;
ngx_rbtree_node_t *parent;

u_char
u_char

%

typedef struct {
u_char
u_char
u_short
ngx_queue_t
ngx_msec t
ngx_uint_t
ngx_uint_t
u_char

} ngx_http_limit_req_

color:
data;

color;
dummy;
len;
gueue;
last;
EeXCess;
count;
data[1];
node ;t



limit_conn5R*

AXZERNTE
AFELRUZL
R &R 0BT A
AHTTP/25SPDY
AHTTPIERARBTCPE R

Syntax:
Default:

Context:

Syntax:
Default:

Context:

limit_conn_zone key zone=name:size

http

limit_conn zone number;

http, server,location



limit connig< (2)

AZE P iR O] 55 1%5
Alimit_conn_status
AR FELE 5 5K A h0 PR il

Alimit_conn_dry_run

ARTBICRABE
Alimit_conn_log_level

Syntax:
Default:
Context:

Syntax:
Default;
Context:

Syntax:
Default;
Context:

limit_conn_dry _run on | off;
limit_conn_dry_runoff;
http, server,location

limit_conn_status code;
limit_conn_statusb03;
http, server,location

limit_conn_log_level info | notice | warn | error;
limit_conn_log_leveekrror;
http, server,location



limit connfJzone EEZ K?

AQIE“W*'H,.“

AstateT =2

Ad+keyKE
A Sbinary_remote_addr
A IPv4: 4F%5
AIPv6: 16FT

struct ngx_rbtree_node_s {
ngx_rbtree_key t key;
ngx_rbtree_node t *left;
ngx_rbtree_node_t *right;
ngx_rbtree_node_t *parent;

u_char color;
u_char data;

I3

typedef struct {
u_char color;
u_char len;
u_short conn,
u_char data[1];

} ngx_http_limit_conn_node _t;



accesst®iR: IPifin)i=H#l

AHRZBE
Aallow

Il\lg_\% Ei
Adeny

A5 x %
Asatisfy

o

Syntax:
Default:

Context:

Syntax:
Default:

Context:

Syntax:
Default:

Context:

allow address| CIDR| unix: | all;

http, server,location, limit_except

deny address| CIDR| unix: | all;

http, server,location, limit_except

satisfy all | any;
satisfy all;
http, server,location



B J IR (i1 B eYinin) iz

AgeotRiR: EFIPRIEL
Angx_ http geo_module

AgeoiptEiR: EFMaxMind#iREE
Angx_http_ gemp_module




Syntax: geo[$addresfS$variable{ ...}
Default: 0
Context: http

ngx_http_geo_module

nginx

-- without- http_geo_module



rd

—0l U” 1 v. AHp o0 geo* (

~S

u geo $address $remote_addr IP

0]

A default
A Proxy realip remote_addr X-
ForwardedFor IP

A proxy recursive

To

include
A delete




geo $country {
default ZZ; |
#include conf/geo.conf;é
proxy 116.62.160.193%

127.0.0.0/24 US;
127.0.0.1/32 RU;
10.1.0.0/16 RU;
192.168.1.0/24 UK;

ombi t Thy 2 Qe P country” e

P AU n Y aproxyRl U™ § v B

u curl -H 'X-Forwarded-For: 10.1.0.0,127.0.0.2°
geo.taohui.tech

u curl -H 'X-Forwarded-For: 10.1.0.0,127.0.0.1"
geo.taohui.tech

U curl -H 'X-Forwarded-For:
10.1.0.0,127.0.0.1,1.2.3.d€0.taohui.tech




N~

$ 7 MaxMind A'OZ Kl U r vNA P o geoip* d

P U MaxMind geoip C
https://dev.maxmind.com/geoip/
legacy/downloadable/
u nginx --with-
http_geoip_module

u MaxMind

U geoip_country  geoip_city
ngx_http_geoip_module nginx.conf
nginx . :
U nginx

--with-http_geoip_module

N
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O
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-
-
ﬁ
S

<
—
<
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U

Syntax: geoip_countryfile;
Default: 0
Context: http

Syntax: geoip_proxyaddresq CIDR,
Default: o
Context:  http

U $geoip country code
A CN US

U $geoip country code3
A CHN
USA
U $geoip country name
A Chinabo, ﬁUniéted



geoip cityi MyYE v p

Syntax: geolp_cityfile;
Default: 0o
Context: http



ge0|p_C|ty| MYE v

$geoip_latitude

$geoip_longitude

$geoip_city continent_code EU AS
geoip_country

A $geoip city country code CN US

A $geoip city country _code3 CHN  USA
A $geoip city country _name China, United States

$geoip_region 02

$geoip_region_name Zhejilang  Saint Petersburg

$geoip_city

$geoip _postal _code

$geoip_area code 408

$geoip_dma_code DMA 807



AnginxiZBwafph AIEr9 L

m(| [F{Rwaffr AIERY S BEIFE

2021/5/18 m https://www.nginx.org.cn



)i

Affttnginx waf, RTLAMBFEESEAN

AL IEN

TLACIR

ATt A CPUTE

RE?

b E Yy

AR = /124 R M NI L 1e?
ASNERARF D ECERE

ASNRIPRIR S

ANMEIRE {iL HEHI:JE.IIEDE?

-|=l-?
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waf nginxtsE{iL it

AEZBENginxEEEF
AtRF M 1%RE
ARE RIS IRF
AwafAER TIERIMEBEL Y
A RFHIENILECIRE
A R CPURIE R
A LA LS TN A%
ARRHREDERE
A B Daccess.logHERIHEEEIO
ATIELBMEREML
A 2577 /CDN

N



PCREFERIRY

APCRE: Perl-compatible Regular Expressions
AjitBIBY4RiEEZ N justin time
A¢miEconfigure
A IEE AR . --with-pcre=
A FBERIFIEIN . --with-pcre-opt=OPTIONS
A FFEjit: --with-pcre-jit

AR zhjit
Syntax: pcre_jit on | off;
Default: pcre_jitoff;
Context: main



N worker A

A n OHIBARE@SIREEG LT iRaE
A § _ iFHiniTiltie
A OS —§ﬁ§+@ ____________ | 7 —
mare | HEAEE @-—[ -ar'e-: -{LTEFJJ&H ,
A worker T
A
A Syntax: | worker_processesnumber | auto;

Default: | worker_processed,;

Context: | main

Syntax: | master_processon | off;

Default: | master_process on;

Context: | main




A Hworker 1 HCPU

worker_cpu_affinity cpumask...;

Syntax: worker_cpu_affinity auto [cpumasK;
Default:
Context: | main

CPU
RO K2
= —RE R g —RE
PEE | pam edm EEE  can
—REF
= pEr

Az
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APidstat

Acswchs
AnvcswcHs:

11:05:56 AM UID PID cswch/s nveswch/s- Command

11:05:57 AM 1000 2874 2.00 0.00- nginx

e ol B ———

Syntax: | worker_priority number;
Default: | worker_priority O;
Context: | main



worker



