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WAF Web Application Firewall
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waf
HTTPS HTTPS

waf
HTTPS HTTP

waf
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badguy';update users set password='letmein'

where user='administrator'--

LOGIN

administrator

letmein

CREATEANACCOUNT

select * from user_options where user='badguy';update users

set password='letmein' where user='administrator'--

PROFILE
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select * from user_optionswhere user=@



' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category 

= 'Gifts' UNION SELECT username, password FROM users--

All passwords

All usernames
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<?xml version="1"?>

    <!DOCTYPE stockCheck [ <!ENTITY 

xxe SYSTEM "file:///etc/passwd"> ]>

<stockCheck><productId>&xxe;

</productId></stockCheck

sensitive data

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:lp:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
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https://zh.wikipedia.org/wiki/%E8%A1%A8%E7%8E%B0%E5%B1%82%E7%8A%B6%E6%80%81%E8%BD%AC%E6%8D%A2
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POST_READ realip

SERVER_REWRITE rewrite

FIND_CONFIG

REWRITE rewrite

POST_REWRITE

PREACCESS limt_conn, limit_req

ACCESS auth_basic, access, auth_request

POST_ACCESS

PRECONTENT try_files

CONTENT index, autoindex, concat

LOG access_log
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https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/xsec-lab/x-waf
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
https://github.com/alexazhou/VeryNginx/
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rewrite ⁴ᶑַײ if ἷҦ

Syntax: if (condition) { ... }

Default: ð

Context: server, location

condition



if ἷҦַײῪҬ ẩ
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https://github.com/calio/form-input-nginx-module
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https://www.lua.org/
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Nginx

Openrestyַײ ῡֹ

ngx_http_lua_module

ngx_stream_lua_module

lua

Lua

Nginx SDK

Openresty

nginx.conf

Lua

Lua
Nginx

HTTP

STREAM
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Syntax: referer_hash_bucket_sizesize;

Default: referer_hash_bucket_size64;

Context: server,location
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Syntax: referer_hash_max_sizesize;

Default: referer_hash_max_size2048;

Context: server,location

Syntax: valid_referers none | blocked | server_names| string ...;

Default:

Context: server,location
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http://www.robotstxt.org/orig.html
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Åadd_headerX- Frame- Options sameoriginalways;
Å

Åadd_headerAccess- Control- Allow- Origin a.b.c;
Å XSS JS

Åadd_headerX- XSS- Protection "1; mode=block";
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Syntax: add_header name value [always];

Default:

Context: http, server,location, if in location
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Syntax: proxy_cookie_flags off | cookie [flag ...];

Default: proxy_cookie_flagsoff;

Context: http, server,location



ὓᾁ ₱҅Ҭ⁴ᶑ

ACK epoll_wait

CPU

worker

accept

SYN

SYN+ACK

ngx_http_init_connection

epoll_ctl

DATA

ACK

epoll_wait ngx_http_wait_request_handler read

HTTP

client_header_buffer_size:1k

connection_pool_size:

512

client_header_timeout: 60s



ὓᾁ ₱ HTTP ⁴ᶑ

large_client_header_buffers:4 8k

header

large_client_header_buffers:4 8k

URI

header

11 http

URI
header

client_header_timeout: 60s

request_pool_size:4k



Å
Åclient_body_timeout 60

Åsend_timeout 60

Å
Åclient_header_timeout 60

Åauth_delay

Åhttp2_idle_timeout 3

Ålingering_time 30

Ålingering_timeout 5
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http://nginx.org/en/docs/http/ngx_http_core_module.html#client_body_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#send_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_timeout
http://nginx.org/en/docs/http/ngx_http_v2_module.html#http2_idle_timeout
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_time
http://nginx.org/en/docs/http/ngx_http_core_module.html#lingering_timeout


Å
Åworker_connections 512

Åclient_header_buffer_size 1KB

Ålarge_client_header_buffers 4*8KB

Åclient_body_buffer_size 16KB

Årequest_pool_size 4KB

Åconnection_pool_size 512B

Å
Åclient_max_body_size 1MB
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http://nginx.org/en/docs/ngx_core_module.html#worker_connections
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_header_buffer_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#large_client_header_buffers
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_body_buffer_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#request_pool_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#connection_pool_size
http://nginx.org/en/docs/http/ngx_http_core_module.html#client_max_body_size
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Syntax: set $variablevalue;

Default:

Context: server,location, if

Syntax: limit_rate rate;

Default: limit_rate 0;

Context: http, server,location, if in location

Syntax: limit_rate_after size;

Default: limit_rate_after0;

Context: http, server,location, if in location
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Syntax:
limit_req zone=name [burst=number] 
[nodelay | delay=number];

Default:

Context: http, server,location

Syntax:
limit_req_zone key zone=name:sizera
te=rate [sync];

Default:

Context: http



פ VSᾦꞌ
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limit_req_zone $binary_remote_addr zone=ip:10m rate=5r/s; 

server { 

listen 80; 

location / { 

limit_req zone=ip burst=12 delay=8; 

proxy_pass http://website; 

} 

}
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Syntax: limit_req_dry_run on | off;

Default: limit_req_dry_run off;

Context: http, server,location

Syntax: limit_req_status code;

Default: limit_req_status 503;

Context: http, server,location

Syntax: limit_req_log_level info | notice | warn | error;

Default: limit_req_log_level error;

Context: http, server,location



Å

Å
Å
Å

Å

Å

2021/5/18 https://www.nginx.org.cn

struct ngx_rbtree_node_s {
ngx_rbtree_key_t       key;
ngx_rbtree_node_t     *left;
ngx_rbtree_node_t     *right;
ngx_rbtree_node_t     *parent;
u_char                 color;
u_char                 data;

};

typedef struct {
u_char color;
u_char dummy;
u_short len;
ngx_queue_t queue;
ngx_msec_t last;
ngx_uint_t excess;
ngx_uint_t count;
u_char data[1];

} ngx_http_limit_req_node_t;
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Syntax: limit_conn_zone key zone=name:size;

Default:

Context: http

Syntax: limit_conn zone number;

Default:

Context: http, server,location
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Syntax: limit_conn_dry_run on | off;

Default: limit_conn_dry_runoff;

Context: http, server,location

Syntax: limit_conn_status code;

Default: limit_conn_status503;

Context: http, server,location

Syntax: limit_conn_log_level info | notice | warn | error;

Default: limit_conn_log_levelerror;

Context: http, server,location
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struct ngx_rbtree_node_s {
ngx_rbtree_key_t       key;
ngx_rbtree_node_t     *left;
ngx_rbtree_node_t     *right;
ngx_rbtree_node_t     *parent;
u_char                 color;
u_char                 data;

};

typedef struct {
u_char                        color;
u_char                        len;
u_short                       conn;
u_char                        data[1];

} ngx_http_limit_conn_node_t;
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Syntax: allow address| CIDR| unix: | all;

Default:

Context: http, server,location, limit_except

Syntax: deny address| CIDR| unix: | all;

Default:

Context: http, server,location, limit_except

Syntax: satisfy all | any;

Default: satisfy all;

Context: http, server,location
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Ångx_http_geoip_module
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—ὊḬỦ ᶉᶌֲẤᾚᴩ σgeo⁴ᶑ

Syntax: geo[$address] $variable{ ... }

Default: ð

Context: http

IP

ngx_http_geo_module

nginx

-- without- http_geo_module



—ὊḬỦ ᶉᶌֲẤᾚᴩ σgeo⁴ᶑ

ü geo $address $remote_addr IP

ü

Å IP IP IP

Å default

Å proxy realip remote_addr X-

Forwarded-For IP

Å proxy_recursive

Å include

Å delete

ְ



geo⁴ᶑ Ӕ

geo $country {

default        ZZ;

#include        conf/geo.conf;

proxy          116.62.160.193;

127.0.0.0/24   US;

127.0.0.1/32   RU;

10.1.0.0/16    RU;

192.168.1.0/24 UK;

}

ü curl -H 'X -Forwarded-For: 10.1.0.0,127.0.0.2' 

geo.taohui.tech

ü curl -H 'X -Forwarded-For: 10.1.0.0,127.0.0.1' 

geo.taohui.tech

ü curl -H 'X -Forwarded-For: 

10.1.0.0,127.0.0.1,1.2.3.4' geo.taohui.tech

σҧіᵗҦỳ ᾩεᴩ countryַײө
ᴾѬᶹṇψαproxyѬḬỦ ᶉᶌβ



ᶡ҇MaxMindᾎὊẒҠḬỦ ᶉᶌ ᴧᴩ σgeoip⁴ᶑ

ה
∫

⁴ᶑ

IP
ü MaxMind geoip C

https://dev.maxmind.com/geoip/ 

legacy/downloadable/ 

ü nginx --with-

http_geoip_module

ü MaxMind

ü geoip_country geoip_city

nginx.conf

ü nginx

ngx_http_geoip_module

nginx

--with-http_geoip_module



geoip_countryἷҦὝӖַײᴩ

Syntax: geoip_countryfile;

Default: ð

Context: http

Syntax: geoip_proxyaddress| CIDR;

Default: ð

Context: http

ü$geoip_country_code

Å CN US

ü$geoip_country_code3 

Å CHN

USA 

ü$geoip_country_name

Å Chinaò, ñUnited Statesò. 



geoip_cityἷҦὝӖַײᴩ

Syntax: geoip_cityfile;

Default: ð

Context: http



ü $geoip_latitude

ü $geoip_longitude

ü $geoip_city_continent_code EU AS

ü geoip_country

Å $geoip_city_country_code CN US

Å $geoip_city_country_code3 CHN USA

Å $geoip_city_country_name China , United States

ü $geoip_region 02

ü $geoip_region_name Zhejiang Saint Petersburg

ü $geoip_city

ü $geoip_postal_code

ü $geoip_area_code 408

ü $geoip_dma_code DMA 807

geoip_cityἷҦὝӖַײᴩ
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Syntax: pcre_jit on | off;

Default: pcre_jitoff; 

Context: main



worker ᾎ

Å

Å

Å OS

Å worker
Å

Å Syntax: worker_processesnumber | auto;

Default: worker_processes1; 

Context: main

Syntax: master_processon | off;

Default: master_process on;

Context: main



ḦworkerָἷḦCPU

Syntax: 
worker_cpu_affinity cpumask...;
worker_cpu_affinity auto [cpumask];

Default: 

Context: main



ѭ֫חὈ VS ֫חὈ

ÅPidstat
Åcswch/s
Ånvcswch/s:

Syntax: worker_priority number;

Default: worker_priority0; 

Context: main



worker ᶍ


